A literature survey on ontologies concerning the Security Assessment domain has been carried out to uncover initiatives that aim at formalizing concepts from the "Security Assessment" field of research. A preliminary analysis and a discussion on the selected works are presented. Our main contribution is an updated literature review, describing key characteristics, results, research issues, and application domains of the papers. We have also detected gaps in the Security Assessment literature that could be the subject of further studies in the field. This work is meant to be useful for security researchers who wish to adopt a formal approach in their methods.
Introduction
Security defects, whose corrections are already known, continue to be introduced in new systems or exist in systems in operation, just waiting to be activated. On the other hand, it is not easy to detect and fix unknown security problems systematically. Activities to test the security of information systems often rely heavily on knowledge and experience of professionals involved in these activities [1] [2] [3] [4] [5] [6] [7] .
Main research directions in Security Assessment and efforts aimed at formalizing the conceptual domain should be uncovered. A literature review is the tool to enable us to identify research issues, contributions, characteristics and objectives of these efforts. Analysis of the selected works is as important as the literature review itself; the foundational concepts of the domain and their relationships must be uncovered. Domain knowledge is necessary to formalize research in a systematic way.
The knowledge available in the literature supporting security assessment is not structured enough. Approaches based on a conceptual formalization, properly built into the information security context, can provide a better support for security assessment.
Ontologies can be used as a vocabulary, a dictionary or a roadmap of the Information Security domain. Furthermore, an ontology can be used to reason (provide inferences) about relationships between entities [8] .
Hence, our main objective is to search for initiatives aimed at formalizing concepts from the "Security Assessment" fields of research, by means of ontologies.
Survey
The literature review process is based, with adaptations, on the guidelines for performing systematic reviews proposed by Biolchini [9] and Kitchenham [10] .
We present the literature review on "Information Systems Security Assessment" aimed to be used as a supporting resource by researchers in the field. Specifically, we are looking for papers in the literature representing the state of the art in two search fronts. The first front aims to identify papers that systematize and formalize concepts on "Information Security", by means of ontologies. In the second front, we include "Test and Assessment" and the corresponding related keywords.
We applied a systematic approach in the search process by: selecting search databases, choosing keywords, defining search strings, and specifying inclusion and exclusion criteria. 80 papers were identified and 47 were selected.
Seven databases were selected for this study: IEEE Xplore, ACM Digital Library, Scielo, Proquest, ScienceDirect -Elsevier, SpringerLink, and Google Scholar. In the Search Databases (advanced search), the following parameters were considered: "title", "abstract", "entire document" and their combinations, if available in the search database.
Concerning selection criteria, we used: (i) Inclusion criteria: Recent works; Works containing more citations; Works containing important concepts; Works related to the defined research questions. (ii) Exclusion criteria: Works not related to the defined research questions.
We have defined keywords and a search string. English is used in the search. Table 1 presents the keywords and the search string. [11] ; [12] ; [13] ; [14] ; [15, 16] ; [17] ; [18] ; [19] ; [20] ; [21] ; [22] ; [23] ; [24] ; [25] ; [26] ; [27] ; [28] ; [29] ; [30] ; [31] ; [32] ; [33] ; [34] ; [35] ; [36] ; [37] ; [38] ; [39] ; [40] ; [41] ; [42] ; [43] ; [44] ; [45] ; [44] ; [8] ; [46] ; [47] . Generic and abstract proposals (Top-Level Ontologies) can be found in [48] , [3] , [49] , [50] , and [51] . Specific proposals (Task and Application Ontologies) can be found in [52] , [53] , and [54] .
After analysis of the selected works, the following can be highlighted:
In [47] Raskjn et al. present concepts of the Information Security domain, and also explains how ontologies can be used to support the Information Security field, in order to provide a theoretical basis. In [54] Viljanen presents an ontology of Trust, in order to facilitate interoperability between systems. A common vocabulary is proposed to describe facts that should be considered in trust calculation.
In [8] an information security ontology in OWL is presented by Herzog et al.. This work is aimed at modeling the main concepts of the domain. The authors describe content, manner of use, possibility of extension, technical implementation and tools to handle the ontology. In [41] Fenz & Ekelhart present an ontology of the Information Security domain, focused on Risk Management. The authors use the German IT Grundschutz Manual [55] and the NIST Handbook [56] as references. The ontology uses the concepts of threat, vulnerability and control to represent knowledge in the information security domain.
In [33] Evesti et al. present an ontology to support the process of measuring Information Security, whereas Feledi & Fenz [22] present a formalization of information security knowledge, by means of an ontology. According to the authors, we need to make explicit knowledge, so that it can be incorporated and used by both humans (human-readable format) and machines (machine-readable format).
A top-level ontology of security requirements is presented in [3] by Salini & Kanmani. Based on this ontology, we can design and develop requirements for electronic voting systems (e-voting). The main objective of this work is to propose security patterns to facilitate the process of identifying security requirements for evoting systems. The authors present specific security properties for e-voting systems, namely: anonymity, disclosability, uniqueness, accuracy, transparency, and noncoercibility.
In A standard-based security ontology is presented by Ramanauskaite et al. in [17] . The authors propose an ontology aimed to cover a larger number of standards. The authors mapped papers Herzog et al. [8] and Fenz, Pruckner, & Manutscheri [57] with the standards ISO 27001 [58] , PCI DSS [59], ISSA 5173 [60] and NISTIR 7621 [61] .
In [15] Salini & Kanmani present an ontology of security requirements for web applications. This work aims at enabling the reuse of knowledge about security requirements in the development of different web applications. In [52] Khairkar et al. present an ontology to detect attacks on Web systems. The authors use semantic web concepts and ontologies to analyze security logs to identify potential security issues. This work aims to extract semantic relationships between attacks and intrusions in an Intrusion Detection System (IDS).
In [13] Kang & Liang present a security ontology, for use in the software development process. The proposed ontology can be used for identifying security requirements, as a practical and theoretical basis. In [11] Koinig et al. present a security ontology for cloud computing and a brief literature review. The authors consider the regulatory requirements contained in standards such as HIPAA (Health Insurance Portability and Accountability Act) [62] , SOX (Sarbanes Oxley Law) [63] , and ISO/IEC 27001 [58] .
Discussion and Related Work
Most of the works address the conceptual formalization issue that was identified in 100% of the papers on ontologies up to 2008. After 2008, we can see other applications for ontologies.
Concerning the ontologies, we can identify that among recent works (2011-2015) most address the conceptual formalization issue. However, we can identify works that address other research issues, namely: Requirements [16] , [3] , [27] , [29] ; Audit [17] , [21] , [23] , [24] ; Knowledge Management [12] , [22] , [34] , [40] .
Concerning Regarding related work, Blanco et al. [64] present a literature review and proposes a method for integrating ontologies, through qualitative analysis of more mature proposals. In [65] Souag et al. present an analysis of existing security ontologies and their use in defining requirements. The work is part of a project that aims to improve the definition of security requirements using ontologies. This study addresses the question: which security ontology is suitable for my needs? The literature review was adapted from Barnes [66] and Rainer & Miller [67] . Blanco et al. [64] and Souag et al. [65] emphasize the importance of previous literature reviews and point to the need of updates.
Conclusion
We identified gaps in the Security Assessment literature. There is a lack of works that address the following research issues: Reusing Knowledge; Automating Processes; Increasing Coverage of Assessment; Secure Sharing of Information; Defining Security Standards; Identifying Vulnerabilities; Measuring Security; Protecting Assets; Assessing, Verifying or Testing the Security. This finding indicates that these research issues can be addressed in future papers, increasing the likelihood of original contributions.
Most of works on security ontologies aims to describe the Information Security domain (more generic), or other specific subdomain of security, but not specifically the Security Assessment domain. We identified a lack of ontologies that consider the relation of "Information Security" and "Software Assessment" fields of research. For example, we identified in some analyzed ontologies that there are certain confusion about key concepts of the Security Assessment domain, such as vulnerability, exploit, risk, weakness, verification, certification.
The literature review shows key characteristics, research results, research issues, and application fields of the works. This work is meant to be useful for security researchers who wish to formalize knowledge in their methods.
We are currently working on expanding this survey, to include other main contributions, such as taxonomies, methods, approaches, systems, among other contributions to be identified and categorized.
